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HOW DO CYBER CRIMINALS IDENTIFY THEIR TARGETS?



THE DATA BREACH



Have I Been Pwned is a database of data breaches, check to see if your email 

is listed in a data breach and use the “Notify me” option to get told if it does 

in the future - https://haveibeenpwned.com

If you have been pwned, make a note of:

• Date = how old is the compromised data, e.g. If it’s a password from 2013 and you have changed all your 

passwords since then, your exposure is limited. 

• Name (data breaches are named after the product that lost the data) = The 

type, age and accuracy of the personal information held on the account.

• Compromised Data = What do criminals know about you that could be used to scam, or attack you.

What risk is my email account exposing me too

https://haveibeenpwned.com/


Canva: In May 2019, the graphic design tool website Canva suffered a data breach that impacted 137 million subscribers. The 

exposed data included email addresses, usernames, names, cities of residence and passwords stored as bcrypt hashes for users not 

using social logins. The data was provided to HIBP by a source who requested it be attributed to "JimScott.Sec@protonmail.com".

Compromised data: Email addresses, Geographic locations, Names, Passwords, Usernames

Cit0day (unverified): In November 2020, a collection of more than 23,000 allegedly breached websites known as Cit0day were 

made available for download on several hacking forums. The data consisted of 226M unique email address alongside password 

pairs, often represented as both password hashes and the cracked, plain text versions. Independent verification of the data 

established it contains many legitimate, previously undisclosed breaches. The data was provided to HIBP by dehashed.com. 

Compromised data: Email addresses, Passwords

Verifications.io: In February 2019, the email address validation service verifications.io suffered a data breach. Discovered by Bob 

Diachenko and Vinny Troia, the breach was due to the data being stored in a MongoDB instance left publicly facing without a 

password and resulted in 763 million unique email addresses being exposed. Many records within the data also included additional

personal attributes such as names, phone numbers, IP addresses, dates of birth and genders. No passwords were included in the

data. The Verifications.io website went offline during the disclosure process, although an archived copy remains viewable.

Compromised data: Dates of birth, Email addresses, Employers, Genders, Geographic locations, IP addresses, Job titles, Names, 

Phone numbers, Physical addresses

Zynga: In September 2019, game developer Zynga (the creator of Words with Friends) suffered a data breach. The incident 

exposed 173M unique email addresses alongside usernames and passwords stored as salted SHA-1 hashes. The data was provided 

to HIBP by dehashed.com.

Compromised data: Email addresses, Passwords, Phone numbers, Usernames

haveibeenpwned



SOCIAL ENGINEERING 



COLD CALLING, MESSAGING, POP-UPS



FAKE & CLONED COMPANIES



Victims personal 
information, including 

passwords are stolen or 
leaked by a company they 
had an online account with

Hacker uses victims
details to gain access 

to their social media or 
email account

Hacker posts on Social 
Media, Direct Messages or 
to emails contacts saying 
they have made lots of 
money from investment

Hacker convinces 
victim to invest money 

and hand over login 
details for email 

and/or social media

Hacker hijacks the victims 
online accounts using the 

login details provided by the 
victim. Hacker uses the 
accounts to recruit more 

victims and hack more 
accounts

INVESTMENT SCAM



MALWARE DOWNLOAD





TRUST



BRANDS
(2010’s)

OUR FRIENDS, FAMILY AND CONTACTS
(2020’s)



WHAT IS BEING DONE TO COMBAT CYBERCRIME?



Directive 2000/31/EC,[185] the e-Commerce Directive, establishes a safe harbor regime for hosting 

providers:

•Article 14 establishes that hosting providers are not responsible for the content they host as long 

as (1) the acts in question are neutral intermediary acts of a mere technical, automatic and passive 

capacity; (2) they are not informed of its illegal character, and (3) they act promptly to remove or 

disable access to the material when informed of it.

•Article 15 precludes member states from imposing general obligations to monitor hosted content 

for potential illegal activities.

CDA S230 is the US equivalent of the law.

WHY DON’T THE TECH COMPANIES DO ANYTHING?

https://en.wikipedia.org/wiki/Directive_2000/31/EC
https://en.wikipedia.org/wiki/Section_230#cite_note-EUR-Lex_-_32000L0031_-_EN-187


Fraud and Cybercrime Strategy
• Develop a better understanding of the 

threat posed by economic crime and our 

performance in combatting economic crime.

• Pursue better sharing and usage of 
information to combat economic crime 
within and between the public and private sectors 

across all participants.
• Strengthen the capabilities of law enforcement, the 

justice system and private sector to detect, deter 
and disrupt economic crime.

• Build greater resilience to economic crime
by enhancing the management of economic crime risk in 
the private sector and the risk-based approach to 
supervision.

“Economic Crime Plan 2019-2022”
Home Office

• Data matching allows reports from different 
parts of the country to be linked through 
analysis, identifying the criminals behind the 
frauds.

• Bank accounts, websites and phone numbers 
which are used by fraudsters can be taken down 
by the NFIB.

• Not every report results in an investigation, but 
every report helps to build a clear picture. This 
contributes to making the UK a more hostile 
place for fraudsters to operate in and helps to 
keep other potential victims safe.

“Action Fraud: About Us”
City of London Police (National Lead on Fraud and 
Cybercrime)
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The Little Book of Big Scams was a 
booklet created by the 
Metropolitan Police Service’s Cyber 
Crime Unit. 

The booklet it designed to help 
raise awareness of types of fraud 
and how fraudsters scam the public 
out of money. 

The Little Book of Big Scams – 5th 
Edition

http://intranet/NR/rdonlyres/4104E26D-792E-4A52-84BD-077D3C2FDC72/0/HampshireConstabulary_LBOBS_5thEdition_Online.pdf


Romance Fraud

• These fraudster’s spend time communication with them online to build 
their trust. By the time they ask for money the reasons for requiring 
financial assistance have greater plausibility. 

• They often claim to have high ranking roles that keen them away from 
home for a long time – this helps deter any suspicious around not meeting 
in person. 

• They usually steer you away from chatting on a legitimate dating site that 
can be monitored. 

• They tell you stories to target your emotions to get you to send money. 
They may have an ill relative, stranded in a country, need the money to 
take a flight to see you, business investment with great return. 



How to keep yourself and loved ones safe 
from Romance fraud scammers.
Don’t rush into an online relationship – get to know the person, not the 
profile: ask plenty of questions.
Analyse their profile – confirm the person's identity. Check the person is 
genuine by putting their name, profile pictures or any repeatedly-used 
phrases and the term ‘dating scam’ into your search engine.
Talk to your friends and family - be wary of anyone who tells you not to tell 
others about them.
Evade scams - never send money or share your bank details with someone 
you’ve only met online, no matter what reason they give or how long you've 
been speaking to them.
Stay on the dating site messenger service - don't use email, phone, social 
media or other messaging apps until you’re confident the person is who they 
say they are.



Romance Fraud story
Romance fraud - a victim's story - YouTube

https://www.youtube.com/watch?v=G3uDrNG_SAc


Concerned about something but 
don’t think it’s a crime or 

safeguarding issue?



How to make the Police aware

The CPI form can be used for any information you feel the need 
to share with police, providing it does not amount to a crime or 
a safeguarding issue – where it does, you would need to report 
as a crime or make a MASH referral

Vulnerable adults if there are concerns about young members 
of family who may have a proclivity for cyber that might be 
used to exploit family members. 


